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1.1DS

1.1 Gidi thiéu sw ra doi.

Céch day khoang 25 nam, khai ni€ém phat hién xam nhap xuét hién qua mot bai bao
ctia James Anderson. Khi d6 ngudi ta can IDS v6i muc dich 13 do tim va nghién ctru
cac hanh vi bat thudng va thai d6 cua ngudi st dung trong mang, phat hién ra cac viéc
1am dung dic quyén dé giam sat tai san hé thong mang. Cac nghién ctru vé hé théng
phat hién xam nhap dugc nghién ctru chinh thirc tir ndm 1983 dén nam 1988 trudc khi
duogc st dung tai mang may tinh cta khoéng luc Hoa Ky. Cho dén tan nam 1996, cac
khéi niém IDS van chwa dugc phd bién, mét s6 hé thong IDS chi dugc xuat hién trong
cac phong thi nghiém va vién nghién ctru. Tuy nhién trong thoi gian nay, mot s6 cong
nghé IDS bat dau phat trién dua trén sy bung nd ctia cong nghé thong tin. Dén nim
1997 IDS mdéi duoc biét dén rong rai va thuc sy dem lai loi nhuan véi su di dau cua
cong ty ISS, mot nam sau d6, Cisco nhén ra tim quan trong cua IDS va d3 mua lai
mdt cong ty cung cap giai phap IDS tén 1a Wheel.

Hién tai, cac thong ké cho thay IDS/IPS dang 1a mot trong cac cong nghé an ninh
duogc st dung nhiéu nhit va van con phat trién.

Tai sao Gartner noi: IDS is dead? Vao niam 2003, Gartner- mot cong ty hang dau
trong linh vuc nghién ciru va phan tich thi trudng cong nghé thong tin trén toan cau-
da dua ra mot du doan gay chan dong trong linh vuc an toan thong tin : “Hé thong
phat hién xam nhép (IDS) s€ khong con nira vao ndm 2005”. Phat biéu nay cua xuét
phat tor mot so két qua phan tich va danh gia cho thdy hé thong IDS khi d6 dang dbi
mat voi cac van dé sau:

< IDS thudng xuyén dua ra rat nhiéu bao dong gia ( False Positives).

« La ganh ndng cho quan tri an ninh h¢ thong boi né can dugc theo ddi lién tuc
(24 gid trong sudt ca 365 ngay cua ndm).

% ém theo cac canh bao tin cong 1a mot quy trinh xir 1y an ninh rat Vat va.

% Khong c6 kha nang theo doi cac luong dir liéu duoc truyen voi tée d6 16n hon
600 Megabit trén gidy.Nhin chung Gartner dua ra nhan xét nay dua trén nhiéu
phan anh ctia nhitng khach hang dang sir dung IDS rang quan tri va van hanh
hé thong IDS 14 rat kho khan, ton kém va khong dem lai hiéu qua twong xing
so véi dau tu.

Sau khi phat biéu nay dugc dua ra, mot s6 v kién phan ddi cho réng, viéc hé théng
IDS khong dem lai hiéu qua nhu mong muén 13 do cac van dé con ton tai trong viéc
quan 1y va van hanh chir khéng phai do ban chit cong nghé kiém soat va phan tich goi
tin caa IDS. Cu thé, dé cho mot hé théng IDS hoat dong hiéu qua, vai tro cua cac cong
cu, con ngudi quan tri 1a rit quan trong, can phai dap ung dugc céc tiéu chi sau:

% Thu thap va danh gia tuong quan tit ca cac sy kién an ninh dwoc phét hién boi

cac IDS, tudng lira dé tranh cic bao dong gia.
Céc thanh phan quan tri phai tuy dong hoat dong va phan tich.
Két hop voi cac bién phap ngan chan ty dongKét qua 14 tdi nam 2005, thé hé sau cua

7
A X4

IDS-hé thong tur dong phat hién va ngan chan xam nhp IPS- dd dan khic phuc dugc cic mit
con han ché cia IDS va hoat dong hi¢u qua hon nhi€u so v6i thé hé trudce do.

1.2 Khdi niém

Intrusion detection system (IDS) - H¢ :chéng phat hién xam pham: 1a mot hé thong phong
chong, nham phat hién cac hanh dong tan cong vao mot mang. Muc dich cta nod la phat hién
va ngan ngua cac hanh dong pha hoai doi voi van dé bao mat hé thong, hoac nhitng hanh
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dong trong tién trinh tin cong nhu suu tap, quét cac cong. Mot tinh nang chinh ciia hé thong
nay 1a cung cp thong tin nhan biét vé nhitng hanh dong khong binh thudng va dua ra cac bao
canh thong bao cho quan tri vién mang khoa cac két ndi dang tin cong nay. Thém vao do
cong cu IDS ciing c6 thé phan biét gitra nhiing tdn cong bén trong tir bén trong t6 chirc (tir
chinh nhan vién hoic khach hang) va tin cong bén ngoai (tan cong tir hacker).

1.3 Chirc ning.
- Chirc ning quan trong nhat : gidm st - canh bao - bao vé
% Giam sat : luvu lugng mang + cac hoat dong kha nghi.
% Canh bao : bao cdo vé tinh trang mang cho hé théng + nha quan trj.
% Bao vé : Dung nhitng thiét 1ap méc dinh va sy cAu hinh tir nha quan tri ma cé
nhirmg hanh dong thiét thuc chdng lai ké xAm nhap va phé hoai.
- Chtc nang mo rong :
% Phan biét : "thu trong gidc ngoai"
% Phat hién : nhitng dau hiéu bat thudng dua trén nhitng gi di biét hodc nhd vao
su so sanh thong luong mang hién tai véi baseline

1.4 Phan biét IDS.
Céc thiét bi bao mat dudi day khong phai 1a IDS:

- Heé théng dang nhap mang duogc st dung dé phat hién 16 hong ddi v6i van dé tan cong
tir chéi dich vu (DoS) trén mot mang nao do. O d6 s& c6 hé théng kiém tra luu luong
mang.

- Céac cong cu danh gia 16 hong kiém tra 16i va 16 hong trong hé diéu hanh, dich vu
mang (cac bo quét bao mat).

- Céc san pham chéng virus da thiét ké dé phat hién phan mém ma nguy hiém nhu
virus, Trojan horse, worm... Mic du nhitng tinh ning mic dinh c6 thé rat gidng hé
thong phat hién xdm pham va thuong cung cdp mot céng cu phat hién 15 hong bao
mat hi¢u qua.

- Tuong lua

- Caché théng bao mat/mat ma, vi du nhu VPN, SSL, S/MIME, Kerberos, Radius

1.5 Cdc logi tin cong.
Céc loai tin cong dugc phan thanh hai loai nhu sau:
- Bi dong (dugc trang bi dé ting mirc truy cép lam cho c¢6 thé tham nhép vao hé thong
ma khong can dén sy dong ¥ cia tai nguyén CNTT)
- Tich cuc (cac két qua gay ra thay doi trang thai khong hop 1é cua tai nguyén CNTT)
Dudi dang mdi quan hé gitra nan nhan va ngudi xam pham, cac tan cong duogc chia thanh:
- Bén trong, nhiing tin cong nay dén tir chinh cac nhan vién ctia cong ty, dbi tac lam an
hodc khach hang
- Bén ngoai, nhiing tin cong dén tir bén ngoai, thuong thong qua Internet.
Cic loai tin cong c6 thé bi phat hién béi cong cu IDS. Céc loai tin cong dudi day co thé
dugc phan biét:
- Nhiing tin cong nay lién quan dén sy truy cap trai phép dén tai nguyén.
% Viéc bé khoa va sy vi pham truy cap
Trojan horses
Panh chan; hau hét két hop véi viéc léy cép TCP/IP va sy danh chan thuong
sir dung cac co ché bo sung dé thoa hiép hé théng
Su gid mao
Quét cong va dich vy, gdm c6 quét ICMP (ping), UDP, TCP

%

7/
X

L)

K/
L X4

K/
L X4

7/
X4

L)
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< Lay dau OS tu xa, vi dy nhu viée kiém tra phan tng d01 Vo1 cac goi cu thé, cac
dia chi cong, phan Gmg cua img dung chuén, cac tham s6 ngan xép IP,.

Nghe go6i tin mang (mot tin cong thu dong rat kho khan phat hién nhung doi
khi van c6 thé)

X/
°

% LAy cip thong tin, vi du nhu tredng hop bi 16 thong tin vé quyén sé hitu.

¢ Lam dung tinh xac thuc; mét loai hinh tn cong bén trong, vi du: nghi ngo su
truy cdp ctia mot ngudi dung xac thuc co thudc tinh ky la (dén tir mot dia chi
khong mong mudn)

% Cac két ndi mang trai phép

% St dung tai nguyén CNTT cho cac muc dich riéng, vi du nhu truy cép vao cac

trang c6 hoat dong khong lanh manh
% Loi dung diém yéu cta hé thdng dé truy cap vao tai nguyén hoic cic quyén
truy cap muc cao.
- Sy thay d6i tai nguyén trai pheép (sau khi da chiém duogc quyen truy cap)
< Xuyén tac tinh d6ng nhat, vi dy: dé lay duoc cac quyén quan tri vién hé thong.
<> Thay d6i va xoa thong tin
< Truyén tai va tao dir lidu trai phép, vi du: 1ap mét co s¢ dir liéu vé cac so thé
tin dung da bi mét cap trén mot may tinh cua chinh phu.
% Thay ddi cAu hinh trai phép d6i véi hé thdng va cac dich vu mang (may chi)
- T chbi dich vu (DoS)
« Lam lut (Flooding) — thoa hiép mot hé thong bang viéc guri di mot sb luong
16n cac thong tin khong gia tri dé 1am tac nghén luu luong han ché dich vu.
= Ping (Smurf) — mot sb luong 16n cac goi ICMP duoc giri dén mot dia
chi quang ba.
= Gui mail — [am Iyt véi hang tram hodc hang nghin cac message trong
mot thoi diém ngan.
= SYN — khoi tao mot s6 luong lon cac yéu cau TCP va khong tién hanh
bat tay hoan toan nhu dugc yéu cau ddi voi mot giao thirc.
= Han ché dich vu phan tan; dén tir nhiéu ngudn khac nhau
% Gay ton hai hé théng béng viéc o1 dung cac 16 héng cua no
* Tran bd dém (vi du: “Ping of Death” — giri mot s6 lugng 16n ICMP
(vugt qua 64KB))
= Tt hé thong tir xa
- Tén cong mg dung web; cac tan cong loi dung 16i ing dung co thé giy ra nhu da noi
& phan trén.

>

1.6 Phdn Loai I1DS.
C6 2 loai IDS 1a Network Based IDS(NIDS) va Host Based IDS (HIDS):

1.6.1 H¢ théng phat hi¢n xAm nhap Host-Based( Host-based 1DS).

- Host-based IDS kiém tra sy xdm nhap bang cach kiém tra thong tin & host hay mtrc hé
diéu hanh. Hé théng IDS nay kiém tra nhiéu dién mao host cua ban, nhu hé théng
nhimg cudc goi(system call), ban ghi kiém toan( audit log), thong diép 15i(error
message),...Hinh dudi ddy minh hoa cho mot sy mi¢u ta host-based IDS tiéu biéu.
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& Untrusted
Network }

A~
- Muc nay miéu ta nhiing dac diém cua hé théng phat hién Host-Based bao g6m mot
hinh anh cua sy trién khai k¢ thong phat hién xam nhap host-based co ban.

Host-Based Intrusion Detection

System Features
TS TTTTTTSee TR TRTITRTRTIOT 101 1l Cisco.com

+ Agent software is installed on each host.

» Provides individual host detection and
protection.

* Detects attacks before encryption and after
decryption occurs.

* Does not require special hardware.

- Mot hé thong phat hién xam nhép host-based ( HIDS) kiém tra nhimg file log vao
host,nhitng hé thong va tai nguyén host file. Mot su tién loi cua hé théng HIDS la
nhiing gi ma nd c6 thé xem xeét tién trinh cta hé diéu hanh va bao v¢ nhiing tai nguyén
hé théng dic biét bao gdm nhitng tip tin ma co thé chi ton tai trén nhitng host dic
biét.

- Mot hinh thirc don gian cua HIPS 1a c6 kha nang dang nhap vao mot host. Tuy nhién
no co thé tr& thanh nhan su dac luc de chuyén d6i va phan tich nhiing log nay. Phan
mém HIPS ngay nay yéu ciu phan mém Agent phai duoc cai dit trén moi host dé xem
xét nhitng hoat dong thuyec thi trén né va chong lai nhitng host. Phan mém Agent thyuc
thi nhitng phan tich va bao v¢ phat hi¢n xam nhap vao host.

- Nhirng thuan lgi:
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°

Boi vi mot host-based IDS kiém tra duong di sau khi n6 tién toi dlch(target)
ctia cude tin cong( viée thira nhén host 1a mot dich), n6 c6 thong tin truc tiép
trén sy thanh cong cua nhitng tin cong. V&i mot networ-based IDS, chudng
bdo duoc tao ra trén nhirng hoat dong xam nhép biét trudc, nhung chi mot
host-based IDS c6 thé xac dinh su thanh céng hay thét bai that sy cia nhiing
cudc tan cong.

Van dé khac nhu nhitng manh v& rap lai va nhiing cudc tdn cong Time-To-
Live ¢ thé thay doi(TTL) thi kho dé nhan biét viéc & dung network-based
IDS. Tuy nhién, mot host-based IDS c6 thé sir dung cum IP riéng ciia host dé
dé thoa thuan voi nhitng van dé nay.

- Nhirng kho khin:\

MATHENA

R/
L4

R/
A X4

R/
L X4

Host-based IDS c¢6 mdt vai trd ngai hay kho khan: Gidi han tam nhin mang,
Phai xr i mdi hé diéu hanh trén mang.

Kho6 khin dau tién ddi véi host-based IDS la gi61 han tam nhin mang voi sy
lién quan toi sy tn cong. Vi du,hau hét hé thdng IDS nay khong phat hién
nhitng ct quét port chng lai nhitng host. Vi vy, n6 thi ciing khong thé lam
dugc v6i host-based IDS dé phat hién nhitng ca quét do tham chéng lai mang
ctia ban. Nhimng ¢t quét ndy cho thdy mot dong hd chi thi cho nhiéu tin cong
khac chdng lai mang cua ban.

Kho khin khéc cua host-based IDS d6 1a phdn mém phai chay trén mdi host
cia mang. Diéu nay miéu ta van dé phat trién méi cho nhitng mang hdn tap
duoc soan voi mot s6 hé diéu hanh. D6i khi, dai li host-based IDS c6 thé chon
dé hd trg nhiéu hé diéu hanh bdi vi nhitng van dé hd tro nay. Néu phan mém
host-based IDS cua ban khong hd tro tat ca hé diéu hanh trén mang, mang cua
ban khong bao vé toan ven dé chong lai nhitng xAm nhap.

Web
Senver

Su kho khan cudi cung 1a khi host-based IDS phat hién mot su tan cong, né
phai truyén thong tin nay t6i mot vai loai phuong tién quan li trung tam. Mot
su tan cong co thé lay nhiing truyen thong ngoai tuyen cua host. Khi d6 host
nay khong thé truyén thong bat ki thong tin ndo dén phuong tién truyén thong
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trung tdm. Hon nita, duong di mang t6i sy quan 1i trung tAm c6 thé thyc hién
cho n6 mot diém trung tim cta mot sy tin cong.

Host-Based Intrusion

Protection System
R T Civco com

Corporate
network

Untrusted

\
L

weiver wiver

Hinh nay minh hoa cho su trinh bay HIPS co ban. Agent dugc cai dat khong chi
trén nhitng server truy cdp cong cong, nhirng tap doan mail server, nhitng server
ung dung, ma con may tinh cd nhan cua nguoi st dung. Agent bao cdo nhiing sy
kién t&i mot server diéu khién trung tdm dit bén canh tap doan firewall.

1.6.2 Hé thong phat hién xdm nhip Network-Based( Network-based IDS).
- Mot network-based IDS kiém tra nhimng goéi dit liéu t6i nhitng sy tin cong dinh vi
chong lai mang. IDS dénh hoi(sniff) nhitng g6i mang va so sanh duong di chong lai
nhirng signature cho nhitng hoat dong xam nhap.

Network-Based Cisco Secure IDS Deployment

- H¢ thong phat hién xdm nhap bao mat cta Cisco( CSIDS) la mot network-based 1DS.
Bang viéc str dung signature, CSIDS quan tam dén moi goi di vao mang va tao ra
chudng bao khi nhitng su xadm nhép dugc phat hién. Ban c6 thé cau hinh CSIDS dé
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khong cho nhiing signature va nhiing chinh stra thong 5O signature vao lam viéc mot
cach tot nhat trong méi truong mang cua ban. Hinh trén cho thiy sy phat trién cua
CSIDS.

- Muc nay miéu ta dic diém cta hé théng phat hién xam nhap Network-Based (NIDSs),
bao gém mot hinh anh ctia mot sy trinh NIDS co ban.

NIDS Features
i flir Cisco.com

+ Sensors are connected to network segments. A single
Sensor can monitor many hosts.

+ Growth of a network is easily protected. New hosts and
devices can be added to the network without additional
Sensors.

« The Sensors are network appliances tuned for intrusion
detection analysis.

— The operating system is “hardened.”

~ The hardware is dedicated to intrusion detection
analysis.

- Nhitng cam bién duoc két ndi toi nhimg phan doan mang. Mot sensor don 1& ¢6 thé
kiém xét nhiéu host.

- Su phat trién ctia mdt mang dugc bao vé mot cach dé dang. Nhitng host va dich vu
moi ¢ thé duge thém vao mang ma khong ¢ nhimng sensor thém vao.

- Nhiing sensor la nhitng rng dung mang duoc hoa hop vao nhitng sy phan tich

% Heé diéu hanh thi “dugc lam cing”
% Phan ctng duoc thiét ké chuyén dung cho sy phan tich phat hién xam nhap.

- Mot NIDS bao gém sy trinh bay cuia nhitng thiét bi kiém duyét hay “nhiing sensor”
thong qua mang, ma bét lai va phan tich Iuu lugng khi né di ngang qua mang. Nhiing
sensor phat hién nhirg hoat dong khong cho phép va nguy hiém trong thoi gian thyc
va c6 thé tham gia hoat dong khi duoc yéu ciu.

- Nhing Sensor c6 thé dugc trinh bay & mot thoi diém mang dugc qui dinh rd ma cé
thé 1a nhitng nguoi quan tri bao mat dé kiém duyét nhitng hoat dong mang trong khi
n6 dang xay ra, bat chap vi tri dich cua sy tin cong.

- NIDS cho nhing nha quan tri bao mét nhin thiy bén trong vi€c bao mat thoi gian that
clia mang bt chap sy phat trién cta nd. Su phét trién mang c6 thé xay ra bang viéc
thém vao nhing host truyén théng hay nhing mang méi.Nhitng mang truyén thong
thém vao su ton tai nhitng mang dugc bao vé s€ dugc bao boc ma khong co bat ki
sensor méi nao. Nhiing sensor truyén thong c6 thé dé dang duogc trién khai dé bao vé
nhitng mang mé&i. Mot vai nhan t6 ma bao gdm sy thém vao nhiing sensor nhu sau :

% Ngoai trir nhitng cong suat luu lugng — vi du , viéc thém vao nhiing phan doan
gigabit madi doi hoi mot sensor cong suét cao.

% Kha nang thyc thi cua Sensor — nhiing sensor hién tai co thé khong dugc thi
hanh viéc cho mdt traffic capacity moi.

% Sy bo sung mang — Chinh sich bao mat hay thiét ké mang c6 thé yéu cau
nhitng sensor truyén théng dé gitp viéc thuc ép ranh giéi bao mat.

- Nhiing sensor NIDS duoc chinh mot cach tiéu biéu cho su phén tich phat hién xam
nhap. Hé diéu hanh co ban la * tran trui” vé nhitng dich vu mang khong can thiét va
nhitng dich vu chu yeu duoc bao mat.
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- Phan ctng duoc chon cung cip su phén tich phét hién xam nhap cuc dai c6 kha ning
cho nhitng mang da dang khac nhau. Phan cing bao gom nhiing phan sau day :

R/
L X4

- Sw thuén lgi: Mot network-based IDS ¢6 mét vai su thuan lgi nhu sau

7
A X4

Card giao tiép mang (NIC) — NIDS phai c6 kha ning két ndi vao bat ki mang
nao. Card giao tiép mang NIDS chungbao gdém Ethernet, Fast Ethernet,
GigEthernet, Token Ring va FDDI.

Bo xtr 1i — Thiét bi phat hién xam nhap doi hoi kha ning cia CPU dé thuc thi
su phan tich giao thirc phat hién xdm nhap va lam khép mau.

B6 nhé -- Sy phan tich phat hi¢n xam nhép 1a mot bd nhé chuyén sau. B nhd
va cham v&i kha ning ctia mot NIDS mot cach truc tiép dé phat hién tin cong
mot cach ¢6 hi€u qua va chinh xac.

. NIDS
R — Caco com

Corporale
network

Maragenen! WWW  genqor  DNS
servel seivel Sef vei

Hinh phdi canh toan mang: Bang viéc thiy duong di dén dich voi nhiéu host,
mot by phan cam bién nhan mot mang ma can nhéc trong mbi lién hé véi
nhimg su tin céng chéng lai mang cia ban.Néu mét ai d6 dang quét nhiéu
host trén mang cta ban, nhimng thong tin nay thi hién nhién sin sang vao bo
cam bién.

Khong phai chay trén mdi hé diéu hanh mang: Su thudn lgi khéc voi network-
based IDS d6 la khong can chay trén mbi hé diéu hanh cua mang. Mot
network-based IDS chay trén mot s0 bo cam bién gidi han va nhimg nén tang
cua nguoi quan li. Nhimg nén tang ndy co the duoc chon dé tiép xtic véi
nhting yéu cau thyc thi dac biét. Bén canh viéc an trén mang dang bi giam sat,
nhimg dich vu nay c6 thé dé dang dugc 1am cimg dé bao vé ching tir nhitng
tn cong bdi vi chung phuc vu moét muc dich dac biét trén mang. Ngay ca
CSIDS hd tro mot bo cam bién ma 1a mot 14 trong gia dinh 6000 chat xuc tac(
xem chuong 14.”catalyst 6000 IDS Module Configuration™).

- Nhirng khé khan: Mgt network-based IDS ddi dién mot vai kho khan sau

R/
¢

R/
¢

MATHENA

Bing thong-Bandwidth: Kho khan 16n nhat dbi véi network-based IDS 1a bing
thong. Nhu nhitng 6ng dan mang phat trién ngay cang 16n, no6 thi kho dé giam
sat thanh cong tat ca duong di thong qua mang & mot thoi diém don 1é trong
thoi gian thuc, ma khong bo sot nhitng packet. Thay vi ban can cai dit nhiéu
sensor mot cach thong thuong thong qua mang & nhiing vi tri ma nhiing sensor
c6 thé giir bang thong duong di.

Nhitng manh v rap- Fragment reassembly: Nhitng goéi mang c6 kich thudce
cuc dai. Néu mot két ndi can gui dir li€u ma vuot qua gidi han cuc dai nay, dir
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lidu phai dwoc giri trong nhidu goi. Didu nay duo xem nhu 1 fragmentation.
Khi viéc nhan host ldy nhimng gbi fragmantation, n6 phai tap hop lai dir liéu
lai. Khong phai tat ca host thi hanh nhimg tién trinh mot cach tap hop trong
béac(order) gidng nhau. Mot vai hé diéu hanh bat du véi fragment cudi cung
va lam vi¢c thong qua cai dau tién. Nhing cai khac bit dau ¢ cai dau tién va
lam viéc thong qua cai cubdi cung. Order khong lam su kién néu nhimg
fragment khong chong 1én nhau. Néu chung dé 1én nhau, nhiing két qua khac
nhau cho mdi tién trinh khéng tap hop voi nhau. Pé kiém tra nhitng goi
fragmentation, mot sensor mang cting phai tap hop nhimg fragment lai. Van dé
bao gém viéc chon nhimng order dung mét cach tap hop. Nhing ke tan cong
tAn cong trén nhimg fragment lapping dé thir pha hong hé thong network-
based IDS.

Su ma hoa- Encryption: cb gang bao vé su tach biét cua nhiing két ndi dir liéu
ctia ho. Khi nhiéu mang va ngudi st dung cung cip sy mi hoa cho nhiing
sessor ngudi dung, nhitng théng tin 4n c¢6 sin vao dé giam bot mot sensor
network-based IDS.Khi dudng mang dugc ma hoa, sensor mang khong thé doi
choi voi dit liéu duoc ma hoa nham chéng lai co so dit liéu signature ctia n6

X/
°

1.6.3 So sanh HIDS va NIDS.

NIDS
=—, |
=1 .'

So d6 trén biéu dién kich ban NIDS dién hinh, trén do c6 mot tan cong dang cd ging tao
duong luu lugng thong qua thiét bi NIDS trén mang. Thiét bi mau do biéu thi noi NIDS dugc
cai dat.
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HIDS 1a mot gidi phap toan dién hon va cho thay sy manh mé& hon trong cic méi truong
mang. N6 khong quan tam dén vi tri cac may tinh dat & dau va dugc bao v¢ moi luc. Cac may
mau vang thé hién noi HIDS dugc cai dat.

Phan tich so sanh gitra HIDS va NIDS

Chicning  |HIDS|NIDS|Céc danh gis

Béo v¢ trong mang
LAN

Bao vé
mang LAN

ngoai

Dé dang cho viéc
quan tri

Tinh linh hoat

Gia thanh

D§ dang trong viéc
b6 sung

Dao tao ngan han
can thiét

To6ng gia thanh
Bing tan can yéu
cau trong LAN
Network overhead
Bing tan can yéu
cau (Internet)

Cac yéu cau vé
cong mo rong

WATHENA
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we NN

*kkx

*hkk

*khkk

*khkk

**k*k

*khkk

*khkk

*k%k

**

*kkk

*khkkk

**

*kkk

**

**

**

*kkk

Ca hai déu bao vé ban khi trong mang
LAN

Chi c6 HIDS

Twong dwong nhu nhau xét vé boi
canh quan tri chung

HIDS 14 h¢ thong linh hoat hon

HIDS 14 h¢ thong wu tiét kiém hon néu
chon diing san pham

C4 hai tvong duong nhau

HIDS yéu cau viéc dao tao it hon
NIDS

HIDS tiéu tén cua ban it hon

NIDS st dung biang tin LAN rong,
con HIDS thi khéng

NIDS cép 2 yéu cau bang tan mang
doi vai bat ky mang LAN nao

Ca hai déu can bang tan Internet de
cap nhat kip thoi cac file mau

NIDS yéu cau phai kich hoat mé rong
cong dé dam bao luu lugng LAN cua
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Chu ky nang cap
cho cac client

Kha nang thich
nghi trong cic nén
ung dung

Ché d6 quét thanh
ghi cuc bo

Ban ghi

Chuc nang canh
bao

Quét PAN
Loai bo goi tin

Kién thiic chuyén
mon

Quan ly tap trung
Kha nang v6 hiéu
hoa cac hé so rui
ro

Kha nang cap nhat

Cac nut phat hién
nhiéu doan mang
LAN

1.7 Nhiém Vu Cua 1DS.

*hkk

**

*hkk

*k*k

*k*k

*kkx

*k*k

**

*k*k

*kkk

*kkk

*k*x

**k*

*kkk

*kkk

**k*

*khkkk

**k*

**

ban dugc quét

HIDS nang cép tit ca cac client véi
mot file mau trung tam

NIDS co6 kha nang thich nghi trong
cac nén ing dung hon

Chi HIDS méi ¢6 thé thyc hién cac
ki€u quét nay
Ca hai hé théng dé co chuc niang ban

ghi

Ca hai hé théng déu c6 chirc ning
canh bao cho tirng c4 nhan va quan tri
vién

Chi c6 HIDS quét cac vung mang ca
nhan cua ban

Chi cac tinh nang NIDS mé1 co
phuong thirc nay

Can nhicu kién thttc chuyén moén khi
cai dat va st dung NIDS doi véi toan
b van dé bao mat mang cua ban

NIDS ¢6 chiém wu thé hon

NIDS ¢6 hé s6 rui ro nhiéu hon so voi
HIDS

R& rang kha ning nang cip phan mém
la d& hon phan cting. HIDS c6 thé
dugc nang cap thong qua script dugc
tap trung

HIDS c¢6 kha ndng phat hién theo
nhiéu doan mang toan di¢n hon

Nhiém vu chinh cta cac hé thong phat hién xam pham 1a phong chéng cho mot hé
thong may tinh bang cach phat hién cic dau hiéu tan cong va c6 thé day lui n6. Viée
phat hién cac tin cong phu thudc vao sé lwong va kiéu hanh dong thich hop. Pé ngin
chan xdm pham tot can phai két hop t6t gitra “ba va biy” duoc trang bi cho viéc
nghién clru cac mbi de doa. Viéc 1am 1énh hudng su tap trung cua ké xam nhap vao tai
nguyén dugc bao vé€ 1a mot nhi€ém vy quan trong khac. Ca hé théng thuc va hé théng
bay can phai dugc kiém tra mét cach lién tuc. Dir lidu dugce tao ra bﬁng cac hé théng
phat hién xam nhép dugc kiém tra mot cach can than (day 1a nhi€ém vu chinh cho mdi
IDS) dé phét hién cac ddu hiéu tan cong (sy xam pham).
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Prevention

Simulation
Inrusion Monitoring
Analysis
Intrusion detection
Notification
Response
Qua trinh cua IDS
IDS Tasks
Monitoring Notification
Protected System Additional 1DS Infrastructure
Response

Co s6 ha tang IDS

Khi mét sy xam nhap dugc phat hién, IDS dua ra cac canh bao dén cac quén tri vién
hé théng vé su viée nay. Budc tiép theo duoc thuc hién bdi cac quan tri vién hodc co
thé 1a ban than IDS bang cach lgi dung cac tham sé do bo sung (cac chirc ning khoa
dé gi6i han cac session, backup hé thong, dinh tuyén cac két ndi dén bay hé thong, co
so ha ting hop 18,...) — theo cac chinh sach bao mat ciia cac t6 chirc. Mot IDS 1a mot
thanh phan nam trong chinh sach bao mat.

Gitra cac nhiém vu IDS khac nhau, viéc nhan ra ké xdm nhap 1a mét trong nhitng
nhi¢ém vu co ban. N6 ciing hiru dung trong viéc nghién ciru mang tinh phap 1y cac tinh
tiét va viéc cai ddt cac ban vé thich ‘hop dé cho phép phat hién cac tan cong trong
tuong lai nham vao cic ca nhan cy thé hoic tai nguyén hé thong.

Phat hién xam nhdp do6i khi co thé dua ra cac bao canh sai, vi du nhiing van dé xay ra
do truc tric vé giao dién mang hodc viéc guri phﬁn mé ta cac tin cong hodc céac chit ky
théng qua email.
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1.8 Kién triic 1DS.
- Kién trc cua hé thong phat hién xam pham
Intrusion Detection System

Audit Trails and Network Monitoring Actions

Protected Computer System

Mot IDS mau. Thu hep bé rong tuong tng véi so lugng

ludng thong tin gitra cac thanh phan hé théng

- B0 cam bién dugc tich hop véi thanh ph?m suu tap dir li€éu — mot bo tao su kién. Cach
suu tap nay duoc xac dinh bai chinh sach tao su kién dé dinh nghia ché do loc thong
tin su kién. Bo tao su kién (hé diéu hanh, mang, ing dung) cung cép mét sd chinh
sach thich hop cho cac su kién, c6 thé 1a mot ban ghi cac sy kién cua hé thong hodc
cac gbi mang. S6 chinh sach nay cing véi thong tin chinh sach ¢ thé duoc luu trong
hé thdng duogc bao vé hodc bén ngoai. Trong trudng hop nao do, vi du, khi ludng dir
liéu su kién duoc truyén tai truc tiép dén bo phan tich ma khong c6 sy luu dir liéu nao
duogc thyc hién. Diéu nay cling lién quan mot chat nao d6 dén cac gdi mang.

Protected System

m I s

Set of [vcnts . |

Sysl mm
gl

Information
§ Detectl R

Information Collection Detection Response

Céc thanh phan IDS
- Vai tro ciia bo cam bién 1a ding dé loc thong tin va loai bo dir liéu khong tuong thich
dat duogc tur cac sy kién lién quan voi hé théng bao v¢, vi vay co thé phat hién duoc
cac hanh dong nghi ngd. B phan tich st dung co s¢ dit 1iéu chinh sach phat hién cho
muc ndy. Ngoai ra con ¢ cac thanh phan: dau hiéu tan cong, profile hanh vi thong
thudng, cac tham sd can thiét (vi du: cic ngudng). Thém vao do, co so dit lidu giir cac
tham sb cau hinh, gdm c6 cac ché d6 truyén thong véi module dap tra. B cam bién
ciing ¢6 co s& dit liéu cia riéng n6, gdm dir liéu luu vé cac xdm pham phtc tap tiém
an (tao ra tir nhiéu hanh dong khac nhau).
- IDS c6 thé duoc sap dit tap trung (vi dy nhu dugc tich hop vao trong tuong lira) hodc
phan tan. Mot IDS phan tan gom nhiéu IDS khac nhau trén mot mang 1on, tat ca
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ching truyén théng voi nhau. Nhiéu hé thong tinh vi di theo nguyén 1y cau triic mot
tac nhan, noi cac module nhé dugce td chirc trén mot host trong mang dugc bao vé.

- Vai tro cta tac nhan 1a dé kiém tra va loc tit ca cic hanh dong bén trong ving dugc
béo vé va phu thudc vao phuong phap dugc dua ra — tao phan tich bude dau va tham
chi dam trach ca hanh dong dap tra. Mang cac tac nhan hop tac bao cdo dén may chu
phan tich trung tim 1a mot trong nhitng thanh phan quan trong cta IDS. DIDS ¢6 thé
su dung nhiéu cong cu phan tich tinh vi hon, ddc bi¢t dugc trang bi sy phat hién cac
tan cong phan tan. Cac vai trd khac cia tac nhan lién quan dén kha ning luu dong va
tinh roaming cta n6 trong céc vi tri vat ly. Thém vao dod, cac tdc nhan co thé dac biét
danh cho viéc phat hién dau hiéu tAn cong da biét nao d6. Pay 1a mot hé s6 quyét dinh
khi néi dén nghia bao vé lién quan dén cac kiéu tin cong méi. Céac giai phap dua trén
tac nhan IDS ciing st dung cac co ché it phtc tap hon cho viéc nang cap chinh sach
dap tra.

- Giai phap kién trac da tic nhan duoc dua ra naim 1994 14 AAFID (cac tic nhan ty tri
cho viéc phat hién xam pham). N6 sir dung cic tac nhan dé kiém tra mot khia canh
nao d6 vé cac hanh vi hé théng & mot thoi diém nao d6. Vi du: mot tac nhan co thé
cho biét mot s6 khong binh thuong céc telnet session bén trong hé théng né kiém tra.
Tac nhan c6 kha nang dua ra mot cadnh bdo khi phat hién mot sy kién kha nghi. Céac
tac nhan co thé dugc nhai va thay doi bén trong cac hé thong khac (tinh ning tu tri).
Mot phén trong cac tdc nhan, h¢ théng 6 thé co cac bd phan thu phat dé kiém tra tat
ca cac hanh dong duoc kiém soat bai cac tac nhan & mot host cu thé nao dé. Cac bd
thu nhan ludn luén giri cac két qua hoat dong ciia ching dén bo kiém tra duy nhat.
Céc bo kiém tra nhan thong tin tir cac mang (khoéng chu tir mot host), diéu d6 c6 nghia
la chung c6 thé tuong quan véi thong tin phan tdn. Thém vao d6, mot s6 bd loc co thé
dugc dua ra dé chon loc va thu thap dir liéu.

Host B

. - m
;,
i Tronsceiver . -
et < JORSCEING S - Sgen
B —! |
// l Heg ( |
4
ket Monitor - Jmnstever  Monitor —— User Interface
» Verification flow Al hgest  Agent

+—— |nformation flow

1.9 Ky thudt xur ly di li¢u ciia IDS.

Phy thudc vao kiéu phuwong phap dugc st dung dé phat hién xam nhép, cac co ché xir 1y khac
nhau (k¥ thuat) ciing duoc sir dung cho dit liéu d6i voi mot IDS. Dudi day 1a mot sb hé théng
duoc mo ta vén tit:

- Hé théng Expert: h¢ théng nay lam viéc trén mot tap cac nguyén tac da duogc dinh
nghia tir trudc dé miéu ta cac tan cong. Tat ca cac su kién c6 lién quan dén bao mat
déu duoc két hop vao cude kiém dinh va dugc dich dudi dang nguyén tac if-then-else.
Lay vi dy Wisdom & Sense va ComputerWatch (dugc phat trién tai AT&T).

- Phan tich diu hiéu g10ng nhu phuong phap hé thong Expert, phuong phap nay dua
trén nhing hiéu biét vé tan cong. Ching bién d6i sy mo ta vé ngit nghia tir ciia mdi
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tin cong thanh dinh dang kiém dinh thich hop. Nhu vdy, dau hi¢u tin cong c6 thé
duoc tim thiy trong cac ban ghi hodc dau vao cua ludng dir liéu theo mot cach dé
hiéu. Mot kich ban tAn cong co the duoc mé ta, vi du nhu mot chudi sy kién kiém
dinh dbi véi cac tn cong hodc mau dit liéu c6 thé tim kiém da lay duoc trong cudc
kiém dinh. Phuong phap nay sir dung cac tir twong dwong triru tuong cua dit liéu kiém
dinh. Sy phat hi¢n duogc thuc hi¢n bang cach sir dung chudi vin ban chung hop véi
cac co ché. Dién hinh, no 12 mot ky thuat rit manh va thuong dugc st dung trong cac
hé théng thwong mai (vi du nhu Stalker, Real Secure, NetRanger, Emerald eXpert-
BSM).

- Phuong phap Colored Petri Nets thuong dugc str dung dé tong quat hoa céc tan cong
tir nhirg hiéu biét co ban va dé thé hién cac tin cong theo d6 hoa. Hé thong IDIOT
cua dai hoc Purdue sir dung Colored Petri Nets. Vi ky thuat nay, cac quan tri vién s&
dé dang hon trong viéc bd sung thém ddu hiéu moi. Mac du vay, viéc lam cho hop
mot dau hiéu phuc tap véi dir ligu kiém dinh 12 mot vin dé gay tdn nhiéu thoi gian.
K§ thuat nay khong dugc str dung trong cac hé thong thuong mai.

- Phuong phap Colored Petri Nets thuong duge sir dung dé tong quat hoa cac tan
cong tir nhitng hiéu biét co ban va dé thé hién cac tin cong theo do hoa. Hé thong
IDIOT cua dai hoc Purdue str dung Colored Petri Nets. Véi k¥ thuat nay, cadc quan tri
vién s& d& dang hon trong viéc bd sung thém dau hiéu méi. Mic du vay, viéc 1am cho
hop mot ddu hiéu phirc tap véi dir liéu kiém dinh 1a mot van dé gy tén nhiéu thoi
gian. Ky thuat nay khong dugc str dung trong cac hé thong thuong mai.

- Phan tlch trang thai phién: mot tan cong dugc micu ta bang mot tdp cac muyc tiéu va
phién can duoc thyc hién boi mot ké xdm nhap dé giy ton hai hé thong. Céac phién
dugc trinh bay trong so dd trang thai phién.

- Phuong phap phan tich thong ké: diy 1a phuong phap thuong duoc st dung. Hanh
vi nguoi dung hodc hé thdng (tap cac thudc tinh) duge tinh theo mot s6 bién thoi gian.
Vi du, cac bién nhu la: dang nhép nguoi dung, dang xudt, sb file truy nhap trong mot
chu ky thoi gian, hiéu suat sir dung khong gian dia, by nho, CPU,... Chu ky néng cap
c6 thé thay doi tir mot vai phut dén mot thang. Hé thong luu gia tr1 c6 nghia cho moi
bién duogc sir dung dé phat hién su vuot qua ngudng duoc dinh nghia tir truée. Ngay
ca phuong phap don gian nay ciing khong thé hop duoc voi mé hinh hanh vi ngudi
ding dién hinh. Cac phuong phap dwa vao viéc lam tuong quan profile nguoi ding
riéng 1 v&i cac bién nhom da duoc gop lai ciing it c6 hidu qua. Vi vay, mot mo hinh
tinh vi hon vé hanh vi nguoi dung da dugc phat trién bang cach sir dung profile ngudi
ding ngin han hodc dai han. Céc profile nay thudng xuyén dugce nang cip dé bt kip
v6i thay ddi trong hanh vi nguoi ding. Cac phuong phép thong ké thuong dugc sir
dung trong viéc bd sung trong IDS dya trén profile hanh vi nguoi dung thong thudng.

- Neural Networks st dung cac thuét toan dang dugc nghién ctru ciia chung dé nghién
ctru vé mbi quan hé gitta cac vector dau vao - dau ra va tong quat hoa ching dé rat ra
mdi quan hé vao/ra méi. Phuong phap neural network dugc st dung cho phat hién
xam nhép, muc dich chinh 1a dé nghién ciru hanh vi ctia ngudi tham gia vio mang
(nguoi ding hay ké xam pham). Thuyc ra cac phuong phap thong ké ciing mot phan
duogc coi nhu neural networks. St dung mang neural trén théng ké hién co6 hoac tap
trung vao cac don gian dé biéu dién mdi quan hé khong tuyén tinh giita cac bién va
trong viéc nghién ciru cac mbi quan hé mot cach ty dong. Cac thyc nghiém déa duoc
tién hanh v6i sy dy doan mang neural vé hanh vi nguoi ding. Tir nhimg két qua cho
thdy rang cac hanh vi cua siéu nguoi dung UNIX (root) la c6 thé dy doan. Vi mot sb
it ngoai 18, hanh vi ciia hau hét nguoi dung khac ciing co thé dy doan. Neural
networks van 12 mot k¥ thuét tinh toan manh va khong dugc st dung rong rdi trong
cong dong phat hién xam nhap.
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2 IPS.

Phan biét y dinh ngudi dung: Ky thudt nay mo hinh hoa cac hanh vi thong thuong
cua nguoi dung béng mot tdp nhiém vy mirc cao ma ho co thé thuc hién duoc trén hé
thong (lién quan dén chirc ning ngudi dung). Cac nhiém vy d6 thuong can dén mot s6
hoat déng duogc diéu chinh sao cho hop voi dir licu klem dinh thich hop. Bo phén tich
gitt mot tap hop nhiém vu c¢6 thé chap nhan cho mdi ngudi dung. Bét cir khi nao mot
su khong hop 1¢ dugc phat hién thi mot canh bao s€ dugc sinh ra.

Computer immunology Analogies véi sy nghién ctru mién dich dugc cha dinh dé
phat trién cac k¥ thuat duoc xdy dung tir mé hinh hanh vi théng thuong trong cac dich
vu mang UNIX hon 13 ngudi dung riéng 1¢. M6 hinh nay gdm c6 cac chudi ngin cudc
goi hé thdng dugc tao thanh bdi cac qua trinh. Cac tin cong khai thac 16 hong trong
ma tng dung rat c6 kha ning gy ra dudong din thyc thi khong binh thuong. Dau tién,
mot tap dir liéu kiém dinh tham chiéu dugc suu tap dé trinh bay hanh vi hop 18 cua
cac dich vu, sau d6 kién thtrc co ban duoc bd sung thém véi tat ca cac chudi duoc biét
13 vé cude goi hé théng Céac mau d6 sau d6 dugce sir dung cho viée kiém tra lién tuc
cac cudc goi hé thong, dé xem chudi dugc tao ra da duoc liét ké trong co sd kién thire
chua; néu khong, mot bao canh s& dugc tao ra. Ky thuét nay co ti 1¢ bao canh sai rat
thap. Trd ngai cta nd 1 su bét lyc trong viéc phat hién 16i trong cdu hinh dich vu
mang.

Machine learning (ky thuét tw hoc). Day la mét ky thuét thong minh nhén tao, n6 luu
luong lénh dau ra nguodi ding vao cic biéu mau vector va st dung nhu mot tham
chiéu cta profile hanh vi nguoi dung théng thuong. Céc profile sau d6 duoc nhom
vao trong mot thu vién 1énh nguoi ding ¢6 cac thanh phan chung nao do.

2.1 Khai ni¢m.

Mot hé théng chéng xam nhép ( Intrusion Prevention System —IPS) duoc dinh nghia
12 mot phan mém hodc mot thiét bi chuyén dung c6 kha ning phat hién xAm nhap va
c6 thé ngan chin cac nguy co gdy mat an ninh. IDS va IPS c¢6 rat nhiéu diém chung,
do d6 hé thong IDS va IPS c¢6 thé dugc goi chung 1a IDP-Intrusion Detection and
Prevention.

IPS ra doi khi nao, tai sao lai can IPS chir khong phai 1a IDS?

% Trudc cac han ché cua hé théng IDS, nhét 1a sau khi xuit hién cac cudc tin
cong 6 at trén quy mé 16n nhu Code Red, NIMDA, SQL Slammer, mot van dé
dugc dit ra 1a 1am sao c6 thé ty dong ngan chan dugc cac tin cong chir khong
chi dua ra cac canh bao nham giam thiéu cong viéc cta ngudi quan tri hé
thong. Hé thong IPS dugc ra doi vao nim 2003 va ngay sau d6, nim 2004 né
duogc phd bién rong rai.

% Két hop v6i viée nang cap cac thanh phan quén tri, h¢ thong IPS xuat hién da
dan thay thé cho IDS boi n6 giam b6t duoc cac yéu cau tac dong cua con
nguoi trong viée dap tra lai cac nguy co phat hién dugc, cling nhu giam bot
dugc phan ndo ganh ning cia viéc van hanh. Hon nita trong mot sO trudng
hop déac biét, mot IPS co thé hoat dong nhu mot IDS bang viéc ngat bo tinh
ning ngin chin xdm nhap. Ngay nay cac hé théng mang déu hudng toi sir
dung cac giai phap IPS thay vi h¢ thong IDS cil.

Nhin bé ngoai, cic giai phap phat hién xadm nhdp va ngin ngira xam nhap xuit hién

theo kiéu canh tranh nhau. Rét cudc, chung chia s¢ mot danh sach céc chirc nang

giéng nhau nhu kiém tra g61 tin, phan tich c6 trang thai, rap lai cac doan, rép lai céac

TCP-segment, kiém tra goi tin sau, xac nhan tinh hop 1& giao thiic va thich tmg chir

ky. Mot IPS hoat dong gidng nhu mot ngudi bao vé gac cong cho mot khu dan cu,

R/
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cho phép va tir chdi truy nhép dua trén co s¢ cac uy nhiém va tdp quy tac ndi quy nao
d6. Mot IDS (hé théng phat hién xam nhép) 1am viéc giéng nhu mot xe tuan tra bén
trong khu dan cu, giam sat cac hoat dong va tim ra nhimg tinh hudng bat binh thuong.
Du murc do an ninh tai cong vao khu dén cr manh dén mirc ndo, xe tudn tra van tiép
tuc hoat dong trong mot hé thong giam sat va sy can bang cua chinh no.

2.2 Phat hi¢n va ngan ngira xam nhdp.

2.2.1 Phat hién xam nhap.

Muc dich cta “phat hién xAm nhap” 1a cung cip sy giam sat, kiém tra, tinh phap ly va
béo cdo vé cac hoat dong cua mang. N6 hoat dong trén cac goi tin duoc cho phép
thong qua mot thiét bi kiém soét truy nhap. Do nhiing han ché vé d9 tin c@y va nhiing
de doa bén trong, “Ngan ngira Xam nhap” phai cho phép mot sd “ving xam” (gray
area) tan cong dé tranh cac truong hop béo dong gia. Mat khac, nhimg giai phap IDS
dugc “nhdi” tri théng minh c¢6 st dung nhiéu 'ky thuét khac nhau de nhan blet nhiing
cudc xdm nhdp, nhimg khai thac, lam dung bét chinh va cac cudc tin cong tiém tang.
Mot IDS c6 thé thuc hién cac hoat dong ma khong lam anh hudng dén céc kién trac
tinh toan va két ndi mang.
Bén chit bi dong ciia IDS nam & chd cung cip sirc manh dé chi dao phan tich thong
minh céc luu lugng goi tin. Nhimng vi tri IDS nay c6 thé nhan ra :
% Cac cudc tan cong quen biét theo duong chit ky (signature) va cac quy tic.

s Nhitng bién thién trong luu luong va phuong hudng str dung nhiing quy tic va
phan tich thdng ké phirc tap.
Nhitng bién d6i mau luu luong truyén thong cé st dung phan tich ludng.
Phat hién hoat dong bét binh thuong c6 st dung phan tich do 1éch duong co s¢
(baseline deviation analysis).
% Phat hién hoat dong dang nghi nhd phan tich ludng, cac ky thuat théng ké va

phat hién sy bat binh thudng.
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2.2.2 Ngan ngira xam nhéap.

Nhu duoc d& cap trude ddy, cac giai phap “Ngin nglra Xam nhap” nhim muc dich
bao vé tai nguyén, dit liéu va mang. Chung s& 1am giam bdt nhitng mbi de doa tan
cong bang viéc loai bo nhing luu lwong mang c¢6 hai hay c6 4c y trong khi van cho
phép cac hoat dong hop phap tiép tuc. Muyc dich ¢ day 1a mot hé théng hoan hao —
khong c6 nhimg bao dong gia ndo lam giam ning suat nguoi ding cudi va khong co
nhimg tir chdi sai nao tao ra rui ro qua mirc bén trong mdi trudng. C6 1& mot vai tro
cot yéu hon s& 1a can thiét dé tin tudng, dé thuc hién theo cach mong muén dudi bat
ky diéu kién nao. Piéu nay co nghia cac giai phap “Ngin ngira Xam nhap” duogc dit
vao ding vi tri dé phuc vu véi:

¢ Nhimg tmg dung khong mong mudn va nhitng cudc tdn cong “Trojan horse”
nhiam vao cic mang va cac ng dung ca nhan, qua viéc str dung cac nguyén tac
xéac dinh va cac danh sach diéu khién truy nhap (access control lists).

% Céc goi tin tin cong giéng nhu nhitng goi tin tir LAND va WinNuke qua viéc
st dung cac bd loc goi tdc do cao.

% Su lam dung giao thic va nhitng hanh dong lang tranh — nhiing thao tac giao
thirc mang giéng nhu Fragroute va nhitng khao sat 1an TCP (TCP overlap
exploits) — thong qua sy rép lai thong minh.

% Céc tn cong tir chdi dich vu (DOS/DDOS) nhu “lut” cic géi tin SYN va
ICMP béi viéc str dung cac thudt toan loc dua trén co s& ngudng.
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% Sy lam dung céac tmg dung va nhiing thao tac giao thirc — cac cudc tan cong da
biét va chua biét chdng lai HTTP, FTP, DNS, SMTP .v.v. — qua viéc st dung
nhiing quy tic giao thue mg dung va chir ky.

% Nhitng cudc tan cong qué tai hay lam dung ting dung bang viéc str dung cac
hiru han tiéu thy tai nguyén dua trén co s ngudng.

- Tét ca cac cudc tan cong va trang thai dé bi tdn cong cho phép chung tinh co xay ra
déu duoc ching minh bang tai liéu. Ngoai ra, nhitng khac thuong trong cac giao thirc
truyén thong tir mang qua 16p tng dung khong c6 chd cho bét ctr loai luu lwong hop
phéap nao, 1am cho cac 16i trd thanh tu chon loc trong ngit canh xac dinh.

2.3 Yéu cau twong lai ciia IPS.

- Trong tuong lai, mot giai phap cong an ninh ndi tuyén (inline) phai dat duoc cac muc
tiéu nay :

% Kha ning phat hién va ngin chin tin cong dua trén co so sir dung logic va vat
1y ctia nhiéu cong nghé ép budc. Rong hon, diéu nay con bao gém ca kha ning
ngin ngira ca hai dang tin cong da biét va chua biét ¢ sir dung cac bién phap
phong thu trng dung (Application Defenses).

% Kha niang cung nhau hoat dong véi co s¢ ha tang an ninh duoc trién khai cho
nhimg muc dich hd tro tap hop dir liéu, bang ching dién tir, giam sat theo ddi
va phuc tiing diéu chinh khi can.

% Kha ning khong pha v& nhiing hoat dong kinh doanh do thiéu tinh sin sang,
hiéu nang kém, nhitng khing dinh sai hay khong c6 kha niang hoat dong cing
nhau véi cic co sé ha ting ching thuc quy dinh.

% Kha ning hd tr¢ cic chuyén gia an ninh CNTT trong viéc chuyén giao ké
hoach quan 1y rui ro cta to chirc cia ho bao gdm chi phi cho thuc hién, hoat
dong va nhimg két qua 1am viéc tir cac canh bao va bao cdo tir hé thong.

- Nhiing thach thirc dé dat dugc myc dich

% Hién thoi khong co cac nghién clru cta dbi tac thir ba co thé chap nhan dugc
tinh hiéu qua cua IPS nhu la mot giai phap. Sy quang cao th6i phong xung
quanh “Ngan ngira Xam nhép” dang lam 1an 10n giita nhitng gi cong nghé nay
c6 thé cung cap va nhiing gi n6 hira hen.

% Céch tiép can nhiéu 16p cho an ninh CNTT tiép tuc cé gi tri trong khi cong
nghiép phat trién. N6 khong c6 vé 1a sy di tra ra xa khoi phong thi chiéu sau
phan 16p ding nhu n6 duoc t6 chirc.

< Nhiéu giai phap IPS s& doi hoi nhitng yéu cau giéng IDS dé diéu chinh, giam

sat va bao cao.

- Mot cach nhin thyc dung trong twong lai: Hién tai khong c6 san pham nao thich hop
cho tat ca c6 thé 1am viéc phi hop véi nhu cau thi trudng rong 16n tai mic ma né co
thé thay thé tuong Itra hién tai, NIDS (Network Intrusion Detection System), cac bo
chuyén mach 16p 7 va cac thanh phan khac co thé hay khong thé tro thanh cac cong an
ninh nodi tuyén ciia ngay mai. Tuy vay, néu mot san pham nhu vay xuit hién, no sé
phai phu hop v6i nhiing muyc ti€u dugc thao ludn trude day trong tai liéu nay, bao
gom ca kha nang “phong thu tmg dung” (Application Defenses). Tiép theo 1a gi? Mot
cudc cach mang khong phai 1a cai gi do co thé doan trudc duoc va néi chung gom
nhiéu budc trong tuong lai. Nhiing méi de doa trong twong lai ma ngdy hém nay
ching ta chua biét s& diéu khién phuong hudng cua nhiing giai phap cua ching ta
trong twong lai. C6 thé c6 nhiing mdi de doa méi va tinh dé bi ton thuong méi dugce
phat hién tac dong dén cac khai niém an ninh “Ngan ngira Xdm nhap” ctia ngay hom
nay theo nhitng cach co ban. Nhung sy phat trién cic “Hé thdng Ngin ngira Xam
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nhap” phan nhiéu gidng nhu sy hoa tron timg budc mot qua thoi gian cua cac khéi
niém an ninh khac nhau vao trong mot mo hinh phong thia tng dung dich thuec.

3 So sanh IDS va IPS.

Hién nay, Cong ngh¢ cua IDS da duoc thay thé bang cac giai phap IPS. Néu nhu hiéu
don gian, ta c6 thé xem nhu IDS chi 1a mot cai chudéng dé canh bao cho ngudi quan tri
biét nhitng nguy co c¢6 thé xay ra tdn cong. Di nhién ta c6 thé thiy rang, né chi la mot
giai phap giam sat thu dong, tac 1a chi co thé canh bao ma théi, viéc thuc hién ngin
chén cac cudce tAn cong vao h¢ thong lai hoan toan phuy thudc vao ngudi quan tri. Vi
vy yéu cdu rat cao ddi voi nha quan tri trong viéc xac dinh cac luu lugng can va céc
luu lwong 6 nghi van 1a dau hiéu cua mot cudc tan cong. Va di nhién cong viéc nay
thi lai hét strc khé khan. Vé6i IPS, ngudi quan tri khoéng nhiing c6 thé xac dinh duoc
cac luu lugng kha nghi khi c6 dau hiéu tan cong ma con giam thiéu duoc kha ning
xac dinh sai cac luu lugng. Véi IPS, cac cudc tan cong s€ bi loai bo ngay khi méi co
dau hiéu va n6 hoat dong tuan theo mot quy luat do nha Quan tri dinh sin.

IDS hién nay chi str dung tir mét dén 2 co ché dé phat hién tAn cong. Vi mdi cudc tin
cong lai c6 cac co ché khac nhau cta nd (C6 thé tham khao thém céc bai Viét vé DoS
clia tui ), vi vay can c6 cac co ché khac nhau dé phan biét. Véi IDS, do so luong co
ché 13 it nén c6 thé dan dén tinh trang khong phat hién ra duge cac cude tan cong voi
co ché khong dinh sin, dn dén kha ning cac cudc tin cong s& thanh cong, giy anh
huong dén hé thong. Thém vao 46, do cic co ché cua IDS la tong quat, din dén tinh
trang bao cao nham, canh bao nham, 1am ton thoi gian va cong stic cia nha quan tri.
Véi IPS thi duoc xay dyng trén rat nhiéu co ché tin cong va hoan toan co thé tao méi
cac co ché phu hop véi cac dang thirc tan cong mai nén s& giam thiéu dugc kha nang
tan cong cia mang, thém d6, dd chinh xac cia IPS 1a cao hon so véi IDS.

Nén biét rang véi IDS, viéc dap tng lai cac cude tan cong chi co thé xudt hién sau khi
goi tin cua cudc tan cong da di toi dich, lac d6 viée chong lai tan cong la viée no gui
cac yéu cau dén cac may cua hé thong dé xo4 cac két ndi dén may tan cong va may
chu, hoidc 1a guri thong tin théng bao dén tudng lira ( Firewall) dé tudng lira thuc hién
chirc nang cta noé, tuy nhién, viéc 1am nay doi khi lai gdy tac dong phu dén hé thong.
Vi du nhu néu Attacker gia mao (sniffer) cuia mot ddi tac, ISP, hay 1a khach hang, dé
tao mot cudc tin cong tu chdi dich vu thi c¢6 thé théy réng, mic du IDS c6 thé chan
duoc cudc tan cong tu chdi dich vu nhung n6 cling sé Block luén ca IP cua khach
hang, cta ISP, cua ddi tac, nhu vay thiét hai van ton tai va coi nhu hiéu ung phu cta
DoS thanh cong méc di cudce tan cong tir chdi dich vu that bai. Nhung véi IPS thi
khac n6 s& phat hién ngay tir dau dau hiéu ctia cudc tin cong va sau do la khoa ngay
cac luu luong mang nay thi méi c6 kha niang giam thiéu duoc céc cudc tan cong.
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4 Snort.

4.1 Gidi Thiéu.

- SNORT la mot hé théng ma nguén m¢& phat hién, ngdn chan xam nhap trén mang, cé
kha ndng phan tich luu thong trén mang thoi gian thuc va ghi log cac goi tin trén
mang dung giao thirc IP. H¢ théng 6 thé thyuc hién phan tich giao thirc, so khdp ndi
dung va c6 thé dugc sir dung dé phat hién cac kiéu tan cong khac nhau, nhu 1a: tran bo
nhé dém, quét port, tin cong CGI ...Str dung SNORT khong kho, nhung hé théng nay
c6 nhiéu tiy chon khi dung dong Iénh.

- SNORT c6 thé dugc cdu hinh dé chay trong céac ché d9 sau:

% Sniffer: ling nghe gbi tin trén mang va hién thi chiing theo mot ludng lién tiép
nhau Ién man hinh console.

Packet Logger: ghi log cac goi tin va bo nhd.

Network Intrusion Detection System (NIDS): nhan cac go6i tin tu

libpcap/winpcap, phan tich luu thong trén mang dé so khép vai tap cac luat do

nguoi ding dinh nghia va c6 nhidu hanh dong tuong tmg.

% Inline: nhan cac goi tin tir bang iptables, sau d6 lam cho iptables cho phép hay
bo goi tin dya vao cac luat cia SNORT.

- SNORT duoc phat trién béi Sourcefire Inc. Evic Raymond dd phé bién va sir dung dé
mo dwong cho Linux thanh cong trén thi truong hé diéu hanh, moi nguoi trén cong
d‘ong ma nguon moé SNORT c6 thé phat hién va phdan hoi cdc 16i va nhitng moz nguy
hiém vé bdao mdt mét cach nhanh hon va hiéu qud hon la méi truong ma nguon dong.

- SNORT sw dung cdc rules chira trong cac tap tin dang van ban text binh thwong va
cdc tdp tin nay c6 thé dwoc sira va bo sung boi nguoi ding. Cdc rules nay dwoc tdp
hop lai thanh cac muc riéng biét va dwoc chira trong cdc tdp tin riéng biét (vi du nhw
web-attack.rule, misc.rule...). Cac tdp tin nay sau do s€ duoc khai bao trong tap tin
cau hinh, goi la SNORT. conf. SNORT sé doc cac rules nay hic khoi dong va xdy
dung cdc cau triic dir liéu bén trong né hodc két noi cac rules lai dé bdt cdc goi tin.
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4.2 Mo hinh hoat dong.

4.2.1 Network Intrusion Detection Systems (NIDS).

- NIDS Thuong duge dét trong hé thong mang dé giam sat cac giao dich giua cac thiét
bi. Chung ta c6 thé quét tat ca cac thong tin vao va ra hé thng.
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Hinh 1: M6 hinh trién khai ciia NIDS (hinh dwoc trich tiv sach Snort for dummies)
4.2.2 Host Intrusion Detection Systems (HIDS)

HIDS chay trén mot may riéng biét hoac cac thiét bi trén mang, nhim phat hién ra sy
tan cong vao chinh céc thiét bi do
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4.3 Céu triic Snort.

Selected Output Mode |
(Log files, Console, Sockets, ...) |

Output Plug-ins
(Logging and Alerting System)
A

Detection Plug-ins
Alert <i Detection Engine !

i ™~ Reads/Applies
~

~

References

)

I

)
N I
I

~
~

A Rules file

Preprocessors

Packet capture
(LibPcap/WinPcap)

Network Traffic
SNORT sir dung pcap dé bat doc cac goi tin trén mang. Pcap ding mot ham callback 1a
ProcessPacket moi khi no doc mot goi tin. Tir ham nay sé goi dén bo phan tich géi
tin(decoder), sau qua trinh phan tich, tly theo céch cau hinh dé SNORT khai dong, no di tiép
dén cac thanh phan trén d6. Dudi day 1a mé ta ngén gon vé cac thanh phan co ban ctia snort.

4.3.1 Decoder.
Decoder 14y cac packet ma Pcap hay LibCap gui 1én chuan bi packet d6 cho qua trinh
preprocessor hoac dugc gui thang tdi detection engine

4.3.2 Preprocessor (Input Plugin).
Preprocessor hay Input plugin c6 thé hoat dong dudi nhiéu muc dich khac nhau
- No c6 thé 1a noi dé chinh hoic sap xép lai dir liéu trong payload cia packet trudc khi
gui 1én cho dectection engine thuc hién detect, day la tinh ndng kha quan trong giup
chdng lai cac k¥ thuat ma cac hacker thuong ding dé qua mat IDS.
- N6 c6 thé thuc hién viéc detect mot packet.
- No ciing c6 thé thyc hién chirc ning defragment mot goi tin ddy ciing 1a mot phan
quan trong trong qua trinh detect.

4.3.3 Detection Engine.

- Pay la thanh phan quan trong 1 trai tim ciia snort nd thuc hién qua trinh detect
intrusion vo1 cac goi tin dya trén cac rule dugc dinh nghia. N6 tién hanh doc cac rule
duogc dinh nghia trong file snort.conf va xay dung mot cAu trac dé thuc hién viéc
detect. Néu qua trinh detect phat hién packet tring v&i mot rule nao dé thi mot action
tuong tng s€ dugc tao ra.
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- Qua trinh detect co thé thuc hién trén Header cua goi tin nhu IP Header, ICMP

Header, TCP Header, ... hoac trong payload cua goi tin.

4.3.4 Logging va Alert:

Tuy vao cai gi duge Detection engine phat hién trong packet ma packet c6 thé dugc log trude

khi active mot rule hodc tao ra mot alert. Pay la noi tao ra cadc message va alert.

4.3.5 Output Plugin.

Pay 1a noi xtr 1y cac output duoc sinh ra boi thanh phan Logging va Alert, tiiy vao viée cdu

hinh ma no c6 thé thuc hién cac chirc nang sau:
- Loging goéi tin vao mot file nao do.
- Loging vao trong co sé dir li¢u
- Tao ra mdt file output xml
- Piéu chinh lai cdu hinh cta tudong lia
- Gui mot SMB message t6i mdt may window nao do.
- Ngoai ra con nhiéu thao tac khac nhu giri email, SMNP, ...

4.4 Céu Tric Rule.
Mot rule trong Snort dugc chia thanh hai phan rule header va rule options

Rule Header Rule Options

Hinh: Ciu tric rule (trich tiv IDS with snort)

4.4.1 Rule Header.

Action Protocol | Address Port Direction | Address

Port

Hinh: Céu tric rule Header (trich tir IDS with snort)

- Action: day la truong xac dinh dang hanh dong khi rule dugc Detection engine so
khop véi mot goi tin dén. Dudi day 1a mo ta cac action dugce dinh nghia san trong

snort

R/

R/

AS

Alert: tao ra mot alert message va log lai goi tin

Log: log lai goi tin

Dynamic: luat dugc thuc hién dua vao mot 1énh khac active no.
Pass: pass goi tin

Drop: drop mdt goi tin tao mot alert message va log lai goi tin do.

K/ 7/ R/ X/ R/ X/
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d6 khong giri lai thong bao cho ngudn.

Reject: drop gdi tin log lai tao mot alert message va gui thong bao vé ngudn.
SDrop: drop mot goi tin va khong tao mét alert message khong log lai goi tin

- Protocol: day la truong dinh nghia protocol cua packet ma rule nay dugc ap dung,

hién tai snort hd tr¢ cac loai protocol sau: IP, ICMP, TCP, UDP.

- Address: déy la dia chi IP ngudn va dich cua pakcet ma rule nay dugc ap dung
- Port: day la port nguon va dich cua packet ma rule nay duoc ap dung chi c6 gia tri

khi protocol la TCP hay UDP.

- Direction: dung dé xac dinh Address va Port ndo 1a ngudn va cai nao 1a dich, ¢6 3

loai direction nhu sau: —, «—, <>,
- Vidu: alert icmp any any — any any (msg: “Example”; sid: 1000001)

MATHENA

ng“hién ctru phong chong tham nhép trai phép IDS,IDP, Snort trén Linux

Trang 25




4.4.2 Rule option.

V& co ban rule option co thé duoc chia thanh céac loai nhu sau: Rule content, IP Option,
ICMP Option, TCP Option, Meta Data Option, Miscellaneous Rule Option.
a. Rule content:
Day 1a option rat manh va quan trong né cho phép ban viét nhiing luat diung dé phén tich
payload ciia mét gbi tin thong qua gia tri binary hay ASCII, ngoai ra ching ta c6 thé phdi
hop v6i nhiéu option khac dé xac dinh chinh x4c malilous code trong ndi dung cua
packet.
- Content option: day la option cho phép ban dinh nghia mot chudi ASCII hodc mot
chudi binary mang nhitng dau hiéu tin cong thudc vé rule cu thé ton tai trong packet.

Vidu. alert tcp any any -> any any (content: "|0101 FFFF|/etc/passwd|E234|";
msg:"Searching for Ascii and Binary stuff!";) - trong ludt nay
content option vua chtia gié tri ASCII vwa chta gidi tri binary, gié
tri binary duoc kep gitta dau ||.

- Depth option: day 1a option cho phép chi rd sb lugng byte tdi da trong payload sé&
dugc so khap vai content string dugce dinh nghia trong content option

- Offset option: day 1a option dinh nghia vi tri trong payload bt dau thyc hién so khép
V61 content string dugce dinh nghia trong content option

Vidu: alert tcp any any -> any 80 (content: "GET"; depth: 10; offset: 0
msg:"Searching for Ascii with offset~and depth,stuff!";) - trong luat
nay chi ré chi thuc hién so khdép chudi 'GET' pét @éu & vi tri tht O
trong payload cua gdéi tin va thuyc hién tim kiém toi da tdéi vi tri thu
10 cua payload.

- Nocase option: chi rd la khi thyc hién so khap content string vai payload cua goi tin
thi khdng can thuc hién phan biét chir hoa hay chit thuong.

b. Ip options:

Day la option thao tdc trén noi dung header cua goi IP, né thuong dugc dung dé xac dinh

cac cudc tan cong vao thiét bi, cac hanh dong quét mang, ...

- Equivalent Source and Destination option: option dung dé detect nhitng gai tin c6
soucer ip va destination ip trung nhau

Vidu: alert ip any any -> any any (msg:" Same Source and Destination IP

Address"; sameip;)

- IP option: thuc hién detect trén truong option trong header cua goi tin ip, cu phap
ipopts: <IP_OPTION>;.

Ip Options M0 ta tong quat
Eol Str dung dé chi sy két thuc cia mot ip list
Lsrr Ip loose soure routing
Nop Str dung dé chi gai tin c6 cd option khong dugc set
Rr Record route
Satid Ip stream identifier
Sec
Ssrr Ip strict source routing
Ts Time stamp field
- TOS option: thuc hién detect trén truong TOS trong header cua gai tin ip, ci phap
tos: “value”,.
Vidu: alert tcp $EXTERNAL any -> $CISCO any (msg:" Cisco TOS Example";
tos:!"0";) - chi ra nhiing géi cé tos khac 0.
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- TTL option: thuc hién detect trén truong TTL trong header cua gdi tin ip, cu phép ttl:
“value”;.

- ID option: thuc hién detect trén truong 1D trong header caa goi tin ip, cl phép id:
“value”;.

C. Tcg options:

Ciing gidng nhu ip option, tcp option ding dé detect c4c gid tri trong truong header cua

goi tin tcp. Trong tep options chi co 3 options 1a Seq, ack va flag trong d6 seq va ack rat

hiém khi sai ta cha y sai option flag.

- seq option: dung dé chi cu thé mét con sd trong truong seq ¢ header cua goi tin tcp
ma ta muon detect, ci phap: seq: <sequence_number_value>;

- ack option: dung dé chi cu thé mot con sé trong trudng ack & header cua goi tin tcp
ma ta muon detect, cu phap: ack: <ack_numerical_value>;

- flag option: dung dé chi ra cac cd duoc thiét 1ap hoic khdng thiét 1ap, hoic sir dung
két hop vai cac co khéc trong goi tcp ma ta mudn detect, ct phap: flags:
<TCP_VALUES>; . Céc gid tri hién nay ma snort ho tro la:

TCP Flags M6 ta

A Pay 1a tiy chon dé check cd ACK c6 bat

F Day 1a tiy chon dé check co FIN c6 bat

P Pay 1a tiy chon dé check ¢ PSH c6 bat

R Pay la tiy chon dé check co RST c6 bat

U Pay 1a tiy chon dé check cd URG c6 bat

S Day 1a tiy chon dé check co SYN c¢6 bat

0 Day 1a tiy chon dé kiém tra packet khong cé cd nao duoc bat

1

2

+ Déu cong dugc dung dé dién ta co dugc chi rd di kem v6i bat ky mot ¢ ndo
khac, vi du: A+ nghia la ludt s& dugc thyc hién neu goi tin c6 bat co ACK va
kem thém mot co bat ky.

* Déu * ding dé chi bat ky cd nao trong packet triing véi cor duoc chi ra trong
luat, vi du *AS luat sé€ dugc thuc hién néu goi tin cé co ACK hoac SYN hoac
ca hai duoc bat

! Déu phu dinh ding dé chi gdi tin khong c6 co dugc chi rd trong luat, vi du:
IS nghia la luat sé duogc thuc hién néu goi cé co SYN khong duoc bat.

d. ICMP options:

Snort hi¢n nay ho trg 4 icmp options co thé duoc dung trong rule options dé tao ra nhimng

rule cho viéc detect nhitng dau hiéu tin cong cu thé. 4 icmp option 1a ICMP ID, ICMP

SEQUENCE, ICODE, ITYPE

- ID option: day la truong khac véi truong id cua goi IP, luat nay dugc thuc hién dya
trén gia tri dugc chi rd trong trudng ID cia gbi icmp, day 1 trudng con c6 thé dung
dé xac dinh cac chwong trinh sir dung gia tri ICMP ID tinh, ct phap : icmp_id :
VALUE; .

- Sequence option: tuong tu nhu truong ID ICMP, ct phap icmp_seq :VALUE;.

- icode option: cho phép chi rd6 mdt gia tri trong truong code cua goi tin icmp, truong
nay c6 hai cach sir dung mot 1a chi rd code hop 1€ ciia goi icmp nhu vay ludt nay s€
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duogc thue hién néu géi tin icmp nao ma trudng code cb gia tri trung voi gia tri duoc
dinh nghia, hai 1a chi ra mot gia tri code khong hop 1é dung dé detect cac goi icmp co
gia tri trong truong code khong hop 1€, ct phap icode : VALUE;.

- itype option: twong tu nhu trudng icode, dung dé kiém tra gia tri trong trudng type
cua goi icmp, cl phap itype: VALUE;.

e. Metadata options:

Day 1a nhiing option hd tr¢ cho viéc phan loai, dinh danh va tao tai li¢u cho céc alert ma

snort tao ra, nhitng option nay nén dugc tao mot cach can than dé ho tro qua trinh report

va cau hinh snort duge thuén loi.

- Snort id options: day 14 options dung dé phan loai, dinh danh mét rule cu thé, ct phap
su dung la sid:VALUE. Bang duoi day liét ké cac snort id.

Tam gia tri Y nghia

<100 Dung cho muc dich luu trir

100 — 1000000 | Dung cho snort phan phdi cac tap ludt ciia minh

> 1000000 Dung cho nguoi dung dinh nghia cac ludt cia minh

- Rule revision number: déy la truong dung trong truong hop ban thay d6i mot luat
nao d6 va mudn phéan biét véi cac lan thay doi khic hodc vai luat goc, cti phéap rev :
REVISION_NUMBER; . Vi du dudi day cho thay mot luat c6 sid 1a 10000001 va rev
a3

Alert tcp any any -> any any (sid: 10000001; rev:3; msg: “sid and

revision”)

- Serverity ldentifier options: day la option cho phép ghi d¢ 1én gia tri priority méac
dinh cta rule duoc thiét 1ap boi rule classtification, & ddy ching ta c6 thé ting hoic
giam prioprity bang cach sir dung ¢t phap nhu sau priority: <PRIORITY_VALUE> vi
du:alert udp any any -> S$INTERNAL 21974 (priority:1; msg: "Bad Worm
Backdoor";)

- Classification Identifier options: day 1a options cho phép ban phén loai céc rule dya
trén nhitng nhirg dang tan cong khac nhau, céc classtification nay s& dugc dinh nghia
trong mot file config, ci phap classtype: <NAME_OF_CLASSTIFICATION>, dudi
day la mot s6 classtification da duoc snort dinh nghia san:

Table 5.5 Critical Classifications (Priority 1)

Classtype Brief Description
attempted-admin Attempted administrator privilege gain
attempted-user Attempted user privilege gain
shellcode-detect Executable code was detected
successful-admin Successful administrator privilege gain
successful-user Successful user privilege gain
trojan-activity A network Trojan was detected
unsuccessful-user Unsuccessful user privilege gain
web-application-attack Web application attack
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Tablle 5.6 Intermediate Classifications (Priority 2)

Classtype

Brief Description

attempted-dos
attempted-recon
bad-unknown
denial-of-service
misc-attack
non-standard-protocol
rpc-portmap-decode
successful-dos
successful-recon-largescale
successful-recon-limited
suspicious-filename-detect
suspicious-login

system-call-detect

unusual-client-port-connection

web-application-activity

Attempted DoS

Attempted information leak
Potentially bad traffic

Detection of DoS attack
Miscellaneous attack

Detection of a nonstandard protocol or event
Decode of an RPD query

Denial of service

Large-scale information leak
Information leak

A suspicious filename was detected

An attempted login using a suspicious user-
name was detected

A system call was detected
A client was using an unusual port

Access to a potentially vulnerable Web appli-
cation

cdc hinh trén dwoc trich tur sach snort 2.1
External reference: day la option ding dé thém cac tham chiéu t&i cac tai liéu cho
mot alert khi n6 dugc tao ra boi snort phuc vu cho muc dich béo céo, sép xép va lam
tur liéu vé cac alert cta snort, ¢l phap: reference: <SYSTEM>,<ID VALUE>.

4.5 Cai Dat.
Chung ta can chuén bi tit c4 nhitng phan mém sau dé tién hanh cai dit snort:

snort-2.4.2.tar.gz
snortrules.tar.gz
snort-1.0.wbm

Net_SSLeay.pm-1.2.0.tar.gz
webmin-1.230-1.noarch.rpm

acid-0.9.6b23.tar.gz
adodbb461.tar.gz
gd-2.0.33.tar.gz
phplot-4.4.6.tar.gz

4.5.1 Cai dat snort.
Cai dit snort bang gbi snort-2.4.2 tar.gz, voi cac 1énh sau:
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Cép nhat tap luat cho snort, snort c6 thé hoat dong & mode NIDS la nho vao tap ludt nay.

Vi cac duong dan da dugc cAu hinh méc dinh trong snort, dé snort c6 thé chay dung, chuén
xéc can di chuyén tat ca cac luat tir thu muc: /etc/snort/snortrules dén thu myc /etc/snort.
X6a thu muc /etc/snort/snortrules.

Stra file /etc/snort/snort.conf ¢ nhitng dong sau: (815)

Bo tit ca “6RULE_PATH?” ¢ nhitng dong include nhu sau: (73)

Tao thu muc dé ghi lai cac su kién log

Tao file dé khoi dong snort va thur start, stop snort

4.5.2 Cai dat Webmin.
Trudce khi cai dat webmin, chl'}ng ta phai cai dat SSL dé dam bao dit liéu dugc truyén bao
mat). Theo cac cau I¢nh sau dé cai dat SSL
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Cai dat webmin bang goi rpm

Sau khi cai dat webmin, chiing ta tién hanh cAu hinh SSL. M trinh duyét Moxzilla. g5 vao dia
chi: http://localhost:10000. Sau d6 login vao véi quyén ROOT, chung ta s€ thay xuat hién
man hinh sau:

© e 6 0 60

(Webming System) Servierss Hordwiare s Clusters Gthers

&) E

Webmin Actions Log TWebmin Configuration Webmin Servers Index Webmin Users

B Feedback | ¢ ¢ Log Out

Theme By

Version 0.92 on _ (Redhat Linux 7.2) MSC.Linux

Hinh 4-1: Webmin Configuration
Chung ta chon biéu tugng: Webmin Configuration, s& xuat hi¢n man hinh tiép theo:

A i Feedback” | ¢ ¢ Log Out
=) G
- — N ~—

209 .116.1¢

Mo A

Port and Address

S

Us Webmin Modules

?

Upgrade Webmin Authenticati

— - http:/

s
#t -1nnn

Webmin Themes Trusted Referers SSL Encryption

Certificate Authority

Hinh 4-2: SSL encrytion

Chung ta s& chon chirc niang SSL Encryption, sau d6 chon tiép tiiy chon: “Enable SSL
support if available” dé kich hoat chirc nang ciia SSL. Tir lic ndy, chung ta s& phai log vao
trang nay ¢ dia chi: https://localhost:10000.

Tré lai v6i hinh 2.1.Webmin Configuration, chiing ta chon chirc ning Webmin Modules dé
cai dat webmin cho snort.
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http://localhost:10000/
https://localhost:10000/

B Feedback’ | ¢, ¢ Log Out

©.0.0.0. 0.0

Webmin, System) Servers. Hardware GCluster. Others

‘Webmin Configuration

m

IP Access Control Port and Address

= (-

JWebmin Modules

Upgrade Webmin Authenticati

) http:i

.ﬁ -1nnn

Webmin Thémes Trusted Referers

=

Certificate Authority

Hinh 4-3: Webmin Modules
Tiép theo chon cai dit vdi local file, chon duong dan dén snort-1.0.wbm dé tién hanh cai dit.

4.5.3 Cai dat adodb, acid, gd, phplot.
Trudc khi cai dat cac goi adodb, acid, gd, phplot, chiing ta phai tién hanh cu hinh mysql theo
cac budc nhu sau:
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Tiép theo chung ta tién hanh cai dat acid, adodb, gd, phplot

Déi tén cac thu muc gd-2.0.33 va phplot-4.4.6 thanh gd va phplot. Copy thu muc acid thanh
mot thu muc khac la acidviewer.

Stra file /var/www/html/acid/acid_conf.php va file /var/www/html/acidviewer/
acid_conf.php ¢ cac dong sau:

Tiep tuc cau hinh céac budce sau:

Thém doan sau vao file /etc/httpd/conf/httpd.conf

Bay gio chung ta truy cap vao trang acid thong qua dia chi: http://localhost/acid/, sé thay

man hinh sau:
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http://localhost/acid/

) Analysis Console for Intrusion Databases [ACID] - Micrasoft Intemet Explorer

Analysis Console for Intrusion Databases

The underlying database snort@localhost appears to be incompletelinvalid

The database version is valid, but the ACID DB structure (table: acid_ag) is not present. Use the Setup page to configure and optimize the DB.

Hinh 4-4: ACID setup
Click vao Setup page, s& thdy man hinh sau:

Zh ACID: DB Setup - Miciosoft Intemet Explorer

D B Setup :z':rih aintenance

ACID tables Adds tables to extend the Snort DB to support the ACID functionality _

SearchIndexes (Optional) Adds indexes to the Snort DB to optimize the speed of the queries DONE

[Loaded in 0 seconds]

Roman Danyliw AirCERT

Hinh 4-5: DB setup
Click vao Create ACID AG, sé& thiy man hinh sau:

“AACID: DE Setup - Microsoft Internet Explorer

> DB Setup Seare | A wmienaee
[Back]
Successfully created acid_ag'
Successfully created ‘acid_ag_alert’
Successfully created ‘acid_ip_cache'

Successfully created 'acid_svent'

Description
ACID tables DONE

Adds tables to extend the Snort DB to support the ACID functionality

Search Indexes (Optional) Adds indexes to the Snort DB to optimize the speed of the queries DONE

The underlying Alert DB is configured for usage with ACID
Additional DB permissions

In order to support Alert purging (the selective ability to permanently delete alerts from the database) and DNS/whois lookup caching, the DB user "snort" must have the
DELETE and UPDATE privilege on the database "snorti@localhost”

Goto the Main page: the application
[Loaded in 1 seconds]

Roman Danyliw AirCERT
-

Hinh 4-6: DB setup

Click Main page va tit ca hoan tat.
Qua trinh cai dat cta chung ta da hoan tat, ching ta c6 thé quan li snort bang cach log
vao dia chi https://localhost:10000 véi quyén ROOT, chon biéu tuong Servers:
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https://localhost:10000/

i Feedback | <, ¢ Log Out

Hinh 4-7: Module Server
Sau d6, chon tiép biéu tugng Snort IDS Admin

¥ Feedback | %, ¢ Log Out

Servers

Apache Webserver

Extended Internet Services TP Server

= "%{

Majordomo List Manager Database Server

PostereSQL Database Server

B

—

Samba Windows File Shari Sendmail Co: ation i Squid Proxy Server

Hinh 4-8: Snort IDS admin

Mudn xem thong tin vé cac packet ma snort log lai dugc thi vao dia chi
http://localhost/acid vdi quyén ciia snort hoac http://localhost/acidviewer vaoi quyén ciia
acidviewer.

4.6 CAu Hinh Snort:
CAu hinh snort duoc thyc hién cha yéu trong file cau hinh c6 tén thudng dung 1a snort.conf,
day la mdt file c6 cau trac dang text.
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http://localhost/acid
http://localhost/acidviewer

hzE &k #

F W .SNort.org
F Contact: snort-sigs@lists.sourceforge.net
¥

1) S5et the wariakles for your network
Configure dynamic loaded libraries
figure preprocessors

5) Rdd any x ig directives
6) Customize your rule set

untime con

LGRS R Ve Ve T [l TN e T |

a

.‘r'
F
.‘r'
F
F 2}
¥
.‘r'
¥
.‘r'
¥

T AT AT AR AN A A AN AAARAAAAAARAATARATAATFOS TS
S5tep #1: S5et the network variables:

You must change the following variables to reflect your local network. The

variable is currently setup for an RFC 19812 address space.
You can specify it explicitly as:

vaxr HOME NWET 10.1.1.0/24

For Help, press F1

Hinh: File Snort.conf

Dudi day 1a cac budce cau hinh co ban

Thiét 1ap cac bién: day l1a noi thiét 1ap cac bién toan cuc xai cho rule, cac chi 1énh nhu
include, ... Khai b4do c6 dang var $Ten Bien = gia tri.

CAu hinh preprocessor: day 1a noi cdu hinh cac preprocessor s& hoat dong, khai béo co
dangpreprocessor <name of processor>: <configuration options>.

Céu hinh output plugin: day 1a noi cau hinh cac output plugin s& hoat dong, khai bao
Cédangoutput <name_ of plugin>: <configuration options>

Dbinh nghia cac rule type madi duogc st dung trong cac dinh nghia rule dudi day la vi
du cu thé vé viéc dinh nghia mot rule type mai

o ruletype suspicious

o f

° type log

° output log tcpdump: suspicious.log
o}

Tao ra cac rule: day la noi ban sé€ dinh nghia ra cac rule ma snort s€ Str dung dé detect
cac goi tin, thuong thi s€ dinh nghia trén mot file khac dé tién quan ly va ¢ day ban sé
include vao.

Ngoai ra con mot sb cau hinh khéac ban c6 thé xem chi tiét trong file snort.conf hozc manual
di kem.

4.7 Hwéng Dan Sir Dung Snort Trong Linux.

4.7.1 Sniffer mode.

Nhu d3 gi6i thiéu, & mode sniffer, snort doc thong tin vé cac packet dang luu chuyén trong
mang va hién thi thong tin 1én man hinh console.

Néu chi muon biét thong tin header cua packet thi sir dung:

Jsnort —v
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Cau Iénh sau s& cung cép nhiéu thong tin hon, ngoai thong tin vé header, snort con cho biét
packet dang duoc tng dung nao luu chuyén:

Jsnort —v —d
Néu ban muén duoc cung cip nhiéu thong tin hon nira, mudn hién thi cac header cua ting
datalink thi st dung cau I¢nh:

snort —vde hoéac ./snort —v —d —e

4.7.2 Packet logger mode.

Packet logger mode 12 mot mode hd tro luu thong tin packet vao dia ctng. Ban chi can don
gian st dung cdu 1énh sau, snort s& hiéu phai hoat dong & mode Packet logger, va luu thong
tin xudng file da dugc chi dinh:

Jsnort —dev -l ./log
Néu ban mudn log thong tin packet & dang phtrc tap hon dé phuc vu cho viéc phan tich sau
nay, ban co thé log thong tin & dang binary. Khi do, ban st dung cau Iénh sau:

Jsnort -1 ./log —b
Mot khi da luu thong tin & dang binary, ban cAn mot chuong trinh dé dich file binary ra dang
ma ban c6 thé doc dugc, nhu: tepdump hodc Ethereal. Snort ciing hd trg viée doc nguoc nay,
don gian bang cach st dung lénh:

Jsnort —dv — r packet.log
Ban c¢6 thé thém tham sd, dé bao cho snort biét loai packet can doc. Vi du: ban chi can thong
tin vé cac goi icmp, hay st dung ciu 1énh:

Jsnort —dv —r packet.log icmp

4.7.3 Network Intrusion Detection Mode (NIDS).

bay la mode hoat dong phirc tap nhat cua snort, c¢6 rat nhiéu tham sb dé sir dung. Tuy nhién
tham s6 quan trong, bat budc phai c6 ciia mode hoat dong nay 1a “c”. Tham sé nay chi ra
duong dan cua cac file lut, nhd d6 snort chi log lai nhitng packet ma céc file luat nay yéu
cau.

Jsnort —u snort —g snort —d —D —c /etc/snort

4.7.3.1 Dinh dang ctiia m{t canh bao (alert).
Mot canh bao (alert) c6 dinh dang sau:

[**] [116:56:1] {snort_decoder}: T/TCP Detected [**]
S6 dau tién 1a Generator 1D (GID), GID s& cho biét canh bao nay do thanh phan nao ciia
snort phat sinh (do 13i nao phat sinh). Pé c6 danh sach cac GID tim trong file
[etc/generators.
S6 thir hai 12 Snort 1D (SID), SID sé& cho biét canh bao nay do preprocessor nao tao ra. Dé c6
danh sach cac preprocessor xem trong file /etc/gen-msg.map.
S6 thir ba 1a revision ID, s6 ndy dé phan biét cac canh bao.

4.7.3.2 Céc tham sb canh bao.

NIDS c6 rét nhiéu tuy chon dé dinh nghia cach canh bdo, cach ghi lai packet. Mac dinh cua
mode nay la canh bao full alert va log lai packet theo dang ASCII. Sau day la bang cac tham
s0 dé dinh nghia cac canh bdo:

Tham so Cach canh bao

_A fast NIDS s¢€ dua ra canh bao ¢ dang don gian gom c6: thong diép canh bao, dia
chi IP nguodn va dia chi IP dich.

-A full bay 1a mode dugc su dung mac dinh néu ban khong dung tham $0.

-Aunsock | G6i canh bao dén mot cong UNIX dé mot chuong trinh khac c6 thé ling
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nghe.

-Anone | Tat canh bao.
-A console | In nhiing canh bdo dudi dang “fast” ra man hinh console.
-A cmg Tao nhiing canh bdo dang “cmg”.

4.7.4 Inline mode.
Khi hoat dong & mode nay, snort s€ can thi€p truc tiép vao iptables. C6 3 loai luat duogc st
dung khi snort hoat dong & mode Inline:

- drop: véi kiéu luat drop, iptables s& bo qua packet va log lai sy kién nay.

- reject: voi kiéu luét reject, iptables s& bo qua packet, log lai su kién, va thong bao dén
may tinh rang packet nay s& khong dén noi.
- sdrop: voi kiéu luat sdrop, iptables s& bo qua packet, khong thong bao dén may dich
va cling khong log lai su kién.

Pé snort hoat ddng ¢ mode Inline, khi bién dich snort can chi y cac tham s6 nhu sau:

Jconfigure —enable-inline

make

make install
Dé goi snort chay & mode inline, sir dung cau Iénh sau:
snort_inline —QDc ../etc/drop.conf —I /var/log/snort
Céc tham s6 ¢6 ¥ nghia nhu sau:

MATHENA

-Q: 1y packet tir iptables.

-D: chay daemon snort_inline.
-c: doc file cAu hinh.

-I: ghi lai sy kién vao thu muc.
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